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1. An explanation of two-factor authentication

Two-factor authentication guarantees that only you can log into your online environment, even if your password is

known by third parties. A special app generates a unique code via your mobile phone, which you can then use to
log into your account.

The Google Authenticator app is compatible with both Android and iOS devices. Chapter 2 will guide you through
installing this app on your Android device, while Chapter 3 explains installation on iOS devices.

Before using two-factor authentication you will be required to follow a number of steps. You must log in normally
once to activate two-factor authentication. Once activated, you will be asked to enter a code every time you log in



2. Android devices

You can install the Google Authenticator app directly on your phone or via your web browser.

Paragraph 2.1 describes the installation of the Google Authenticator on your phone via the Play Store, while Para-
graph 2.2 explains how to install the app via your web browser.

Please note: Paragraph 2.3 describes what to do if you have two of the same type of account for logging in. If this
is applicable to you, please read this paragraph before you install the app on your mobile phone.

Have you already installed this app on your mobile phone? If so, you only need to add an account to it.

2.1. Google Authenticator for Android Devices via Google Play Store

- Log in via jonglaan.nmbrs.nl
- Select the profile you want to log into.

This will take you to the page shown below. Leave this page open.
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1. On your phone, search for the Google Authenticator app in the Google Play Store.
2. Install the Google Authenticator.
3. Use the wizard and click on ‘Finish’.
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Choose ‘Scan a barcode’ in the ‘Add an Account’ section of the mobile app

*You may see the following notice: Allow Authenticator to take photos and record videos. Click on ‘Allow’
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4. Go to the web browser page you left open earlier and click on the ‘Next’ button
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5. Scan the QR code on the screen using the camera on your mobile phone.
6. Enter the code displayed on your mobile phone screen in the log-in screen on your web browser.
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7. Click on the ‘Validate’ button.

You will now see the following screen:
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Click on ‘Continue’ to complete login.



2.2 Google Authenticator for Android Devices (installation via web browser)

- Log in via jonglaan.nmbrs.nl
- Select the profile you want to log into.

This will take you to the page shown below:
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3. This will take you to the page where you can install Google Authenticator.
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4. Click on ‘Install’
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5. Select the device on which the app will be installed.

6. Click on ‘Install’.

7. Click on ‘OK’.

8. Google Authenticator will be installed on your mobile phone.
9. Open the Google Authenticator app.

10. Use the wizard and click on ‘Finish’
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Choose ‘Scan a barcode’ in the ‘Add an Account’ section of the mobile app.
*You may see the following notice: Allow Authenticator to take photos and record videos. Click on ‘Allow’.
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11. Go to the web browser page and click on the ‘Next’ button.
12. Scan the QR code on the screen using the camera on your mobile phone



13. Enter the code displayed on your mobile phone screen in the log-in screen on your web browser.
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14. Click on ‘Validate’.

You will now see the following screen:
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Click on ‘Continue’ to complete login.

2.3. Multiple logins with the same email address

If you have access to multiple companies via your staff account, or if you have both a manager login and a staff
login, it is important that the account names are different in the Google Authenticator app.

You can change this by following these steps:
1. First activate only one account, as described above.
2. After adding this account in the Authenticator app, tap and hold on this account. A small pencil will
appear on the upper right-hand side. Tap on the pencil to change the account name.
3. Click on ‘Save’.
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4. You can then use the generated code to log into your account.

You can log into your second account in the usual way. You will not need to change its name in the authenticator
app.



3. 10S devices

Have you already installed this app on your mobile phone? Then all you have to do is add an account.
Paragraph 3.1 describes how you can install the app on your mobile phone via the App Store.

Please note: Paragraph 3.2 describes what to do if you have two of the same type of account for logging in. If this
is the case, please read this paragraph before you install the app on your mobile phone.

3.1. Google Authenticator for iOS via the App Store

- Log in via jonglaan.nmbrs.nl
- Select the profile you want to log into.

This will take you to the page shown below. Leave this page open.
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1. Search for ‘Google Authenticator’ in the App Store on your phone.
2. Install and open Google Authenticator.

3. Click on ‘Start configuration’.

4. Click on ‘Scan bar code’.
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5. Click the ‘Next’ button on your web browser.
6. Scan the QR code on the screen using the camera on your mobile phone.



7. Enter the code displayed on your mobile phone screen in the log-in screen on your web browser.
8. Then click on ‘Validate'.

You will now see the screen below:
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Click on ‘Continue’ to complete login.

3.2. Multiple logins with the same email address

If you have access to multiple companies via your staff account, or if you have both a manager login and a staff
login, then it is important to go through the activation process for both accounts.

1. First activate one account, as described above.

2. After adding this account in the Authenticator app, select your second account on the HR & Salary
home screen.

3. This will take you to the page shown below.
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4. Click on ‘Next'.
5. Scan the bar code with your mobile phone again.
6. Enter the generated code in your web browser and click on ‘Validate’.



Enter the code generated by your Google Authenticator App.

You are now logged into your second account.

There are now two lines with two codes in your Authenticator app. When you change from one account to an-
other, you must enter a validation code again. Enter the first code when you want to log into the account you acti-
vated first, and the second code if you want to log into the second activated account.



4. Reset Authenticator app

When a user no longer has access to the Authenticator app (for example, because he/she has a new phone), a
reset must be carried out. Do you have an employee login? Contact your employer to take care of this.

As the employer, you can carry out the ‘reset’. Click on the telephone icon for the user. After the reset, the user
can re-establish the link between the app and his/her account.
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